Plausible deniability
In the film “Independence Day”, the President of the United States is taken to a top-secret facility
in the desert and shown evidence of alien technologies. Surprised that such important
information was kept from him he asks: “Why wasn’t I told about this place?” to which the reply
comes: “Two words, Mr President: Plausible deniability.”
In other words, a person has Plausible deniability when they can deny they knew about
something, because they were not told about it, or did not ask a key question, meaning they
genuinely do not know about an important issue, or the lack of action to establish whether there
might be an important issue. The key “benefit” of Plausible deniability is to insulate senior
managers and board members from being held accountable for an issue, or lack of action in
relation to a risk1.
Willful blindness
Willful blindness was touched upon in the Enron case when Judge Simeon Lake explained to the
jury: “Knowledge [of a fact] can be inferred if the defendant deliberately blinded himself to the
existence of a fact”. The idea can be traced further back to 1861 in the case of Regina vs. Sleep,
where the presiding judge explained that a crucial question to determine the defendant’s guilt
was whether he “willfully shut his eyes” to a key issue (in this case the origin of valuable property
that came into his possession). If he did, he could be found culpable2.
Whilst these two legal terms have different origins (one from the US and the other from the UK),
they are – essentially - two sides of the same coin: with Plausible deniability, a senior leader
might be given the benefit of the doubt if something bad comes to light that they did not know
about while in charge, but not if it is established that there was Willful blindness on their part.
This article will not discuss the legal technicalities of these concepts, interesting though that is;
because that discussion focusses primarily on who might, or might not, be regarded as culpable
at a senior level if something goes wrong3. Instead we will look at the root causes that can lead
to something going wrong in the first place and the broader behavioural factors that result in
organizations being blind to what is going on. To do this, l will summarise key research in relation
to psychology, neuroscience and systems thinking, some of which may be familiar and some of
which may be new to readers. What should emerge is the message that, even the most
disciplined and well managed organizations are prone to be affected by “Predictably Irrational”
behaviours, below the surface, at every level4.

Drivers of organisational blindness
1: Self-justification and confirmation bias
Anyone in a leadership role and/or with valuable competencies, will appreciate that over time
they have developed experience, capabilities and an “edge” to manage more challenging issues.
This capability to “see the wood for the trees” builds up one’s sense of self-worth, and is also
validated by organizational approval, reward and recognition. Nothing wrong with any of that.
In an ideal world, challenges to a leader’s judgement should be considered objectively as part of
an ongoing mindset to grow and develop and “do the right thing”. The problem is that whilst
“inconvenient truths” may be an opportunity for learning5 they can also generate a degree of
anxiety: If this challenging fact is true, perhaps I made the wrong decision in the first place?
Perhaps the board will think I’ve lost my edge? And – if this happens too much - I could lose my
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position and status! (I make these statements in the extreme form to stress the underlying
dynamic).
As a defense against self-doubt, we have the psychological phenomenon of “self-justification”,
which is a tendency to defend what one has already done6. Alongside this, we have “confirmation
bias” which is the tendency for people to prefer information that confirms what they already think,
and to ignore, or downplay, information that challenges their existing view7. In fact, people are
twice as likely to prefer information that confirms what they already believe, rather than to accept
something that suggests the opposite8.
2: Group dynamics and behavioural change in relation to authority
We must all have attended a meeting expecting a burning issue of concern to be discussed and
then observe that it is raised in very mild tones, (and consequently not picked up with any vigour
by others); or not even brought up in the first place9! The psychological factors in play include a
tendency to want to fit in with a group, and not rock the boat, as well as a preference to follow the
lead of an authority figure. Classic scientific experiments have measured these phenomena –
amounting to as much as 33% tending to group conformity (see papers by Solomon Asch) and
66% in relation to “obedience to authority” (see papers by Stanley Milgram10).
Of course, there are always examples of teams and committees that are truly open and honest,
where leaders and chairmen welcome challenge and members are free to speak their minds; but
the default for many is to hold back what they are thinking because of real or imagined pressure
from others11.
To understand this better, Gregory Berns at Emory University has demonstrated, by looking at
MRI scans of those involved in group perception exercises, that there was no activity in the
prefrontal cortex in some participants of a group when they were aware of what other participants
the group were thinking12. In other words, knowing what the group thought changed what the
participants saw; indeed, they became – unconsciously - blind to what they were seeing.
Note also that the cultural tendency in many organizations to value good team players, and look
for good team spirit as a mark of potential and cultural fit. However, it is important to recognize
that this could equate to a culture that prefers conformity and comfort over thinking and
challenge; resulting in issues that are in plain sight being missed. Getting this balance right is a
key cultural challenge for many organizations.
3: Organisational complexity, unclear roles and accountabilities and distance
An added dimension of why organizations can be blind to important information stems from the
“Bystander effect”13 in which the presence of others can reduce the likelihood of others to
investigate what is happening and/or act (i.e. if they aren’t doing anything, why should I?).
Furthermore, the complexity of many modern organizations, often separated into specialist
departments and each with their own specific objectives, can drive “silo” behavior. In the context
of GRC activities, the people that write policies and standards are invariably not the people who
have to implement them. In my experience, a lot of corporate governance theatre derives from
the fact that, from a top down perspective, policies and standards are in place, but in the messy
reality of day to day organizational life, staff barely have time to read all the policies and
standards that apply to them, let alone have the time to fully implement them! And when staff are
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and the consequences of these, is not possible. Silence around issues that everyone knows
about, but no one is prepared to bring up, is one of the key cultural indicators that there is
organizational myopia, and therefore surprises and disappointments may not be far away16.
5: “Foxy” managers and organisational politics
One of the areas I support GRC and audit professionals is in relation to enhancing their political
savvy. To facilitate discussion, I use are the ideas in the paper by Simon Baddley and Kim
James: “Owl, Fox, Donkey or Sheep: Political Skills for Managers”. Even though this paper was
written in 1987, the insights from their research are not widely known17.
Their research shows that political adeptness is one of the essential skills needed to rise to the
top of an organisation, and to stay there. Thus, sheep and donkeys are unlikely to rise to senior
levels because of a lack of political skills, and instead, senior managers are comprised almost
totally of owls or foxes, both of whom have political astuteness18. The difference between the two
is that the owl is motivated to do the right thing for the sake of the organisation, whereas foxes
are principally concerned with doing what’s needed to acquire or maintain their personal power
and influence.
To complicate things further: i) one of the key skills of a fox is to pretend to be an owl19, ii) few
organisations openly recognise organisational politics is a widespread and inevitable part of
organisational life, and iii) fewer still equip their staff with the skills to recognise and deal with
“foxy” managers!
So now we come back to the place that we started: Plausible Deniability / Wilful blindness etc.
are tools that may be used by “foxy” managers to protect them from blame! However, the
problem of their deliberate blindness should be seen in the context of the many ways that staff
and managers are blind as well. It takes a lot of people to collectively miss things, or downplay
things, or remain silent, before a corporate disaster happens.
Practical ways to address organisational blindness
Readers who have followed the discussion up to this point should be aware that I am not about
to come up with a “magic bullet” that will address all the problems outlined; and the more political
the organisation20, the less it will welcome what I am about to say! That said, typical areas that
can be improved are as follows:
A: Tighten up disciplines concerning Self Assessments
My good colleague Dr. Mannie Sher21 summarises the problem: “There is only one problem with
Self Assessments – the Self.”
Consequently, any process that requires self-assessments from managers22, or assessments
that risks are being well managed, should assume that some optimism bias may be present, not
least where foxy managers are involved23. Therefore, questions should be focussed, criteria for
assessments should be crystal clear, and if the manager says everything is fine, they should be
asked to state, for important issues, what evidence they have to confirm that this is the case
16

See Chris Argyris on: “Organisational defence routines”
The reasons the paper is not well known are understandable when you read the paper; self-interested, politically adept
(“foxy”) managers, who are often in positions of power, are unlikely to embrace a framework that names them and identifies
their ways of working to others, who may be less politically aware and adept.
18
The paper sets out the different types of person in more detail, but a common-sense approach to what these terms mean is
sufficient for this high-level discussion.
19
Although there are invariably subtle signs that give them away.
20
Political levels range from: Minimally political, to moderate, highly political and finally: pathologically political – see various
books and papers by Kathleen Kelley Reardon.
21
At the Tavistock Institute.
22
For example: confirmations that a department is compliant with laws and regulations or up-dates on progress against targets
(especially where there is an element of judgement).
23
This is also a reason that it is important at the start of any audit to be clear which issues have been identified by management
and are being acted on, and to make this clear when reporting the results of the assignment.
17

5

(beyond having a string of other self-assessments from their staff). Some organisations further
strengthen the robustness of self-assessments by requiring documentation and evidence to be
stored securely on-line, so that it can be reviewed in more detail by senior managers, and/or
risk/compliance/audit24.
The Chartered Professional Accountants in Canada paper “A framework for board oversight of
enterprise risk25” highlights that boards need to better recognise that senior executives can be
attached to certain business development initiatives for personal reasons26. It explains that the
more this is the case27, then more the board should carefully analyse what is being proposed,
and be vigilant in relation to over-optimism and the down-playing of risks.
In relation to audit and assurance, the IIA UK has produced a very good paper: “Effective internal
audit in the financial services sector.”28 It highlights that internal audit should be able to review
“the information presented to the Board and Executive Management for strategic and operational
decision making”, implicitly recognizing that the information presented to the board and executive
management may contain bias or gaps, and that these might be revealed if the information and
assumptions are pressure tested by internal audit29. I would urge those not familiar with this
paper to read it, since it sets out what a modern, effective, internal audit function should look like
(and is transferrable to audit functions in many domains, not just financial services).
B: Proactively manage for group dynamics and behaviours around authority figures
Following the 2007-2008 financial crisis, the Walker report recommended a range of measures to
reduce the likelihood of similar issues in future30. Annex 4 of that report expands upon the group
dynamic issues mentioned earlier, and highlights the importance of skillful chairing of the board
to minimize the effects of these forces31. For the reasons discussed in this paper, these
recommendations are equally valid for organizations that are not in financial services32.
Moreover, understanding and managing group dynamics applies to all management teams,
project teams and board sub-committees in an organization (such as Risk, Remuneration,
Audit)33. And any reader who thinks that the committees and management teams they work on
do not have group dynamics, or room for improvement in the way they work, has, I regret to say,
almost certainly become blind to this.
In the specific context of risk management workshops, clients of mine collect information about
risks in advance of any meeting on an anonymous basis to allow “inconvenient truths” to come to
light without group pressure to suppress them. Leaders are also coached on ways to allow
management teams to develop their preliminary conclusions without overly steering what gets
proposed.
Likewise, some risk owners, compliance and risk functions and audit functions play an important
challenge role in relation to risk assessments for critical and strategic risks. They understand
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F: Tighten up disciplines in Root cause analysis, remediation timescales and ratings criteria.
It should be clear from all that has been said before, that organizations that are serious about
avoiding GRC surprises should pay careful attention to the underlying root causes for problems,
not just the immediate and contributing causes. Internal Audit teams should strengthen their
capability in this important area, but this should be part of a journey in which all key functions get
better at analyzing why things are going wrong, without scapegoating individuals52.
Foxy managers can be masters at agreeing to audit actions and then doing the bare minimum,
invariably asking for extensions to deadlines at the last minute. For this reason, there should be
a clear framework agreed concerning how long managers can have to remediate actions. Such a
framework must balance the dilemma that important issues should be remediated as quickly as
possible, but at the same time, important areas are invariably the ones that need the most
resource to be properly fixed. A good risk culture demands regular discussion about
speed/quality/resource challenges in relation to risk and audit action planning.
In addition, the remediation process itself should be made more “fox proof” by, for example,
setting interim milestones. For example, if there is a 9-month target to implement an automated
control, there might be interim targets agreed, and tracked as follows: Create new process ~ 3
months; Define new system requirements ~ 6 months; Go live with new system ~ 9 months.
Each of these milestones should then be tracked, so that slippage can be made clear much
earlier.
Finally, audit ratings should be carefully considered to ensure they do not drive dysfunctional
behaviors. One dysfunction is to demand “No Unsatisfactory ratings”, which typically results in
less openness from managers, and results in time-consuming arguments about ratings. Another
dysfunction can be where most audit ratings are in the middle of a spectrum and – in practice –
the organization becomes “comfortably numb” to most ratings, except where they are very bad.
I believe there are at least two hallmarks of good practice in relation to audit ratings:
I)
II)

Distinguish clearly between “How big” and “How bad” when rating what has been
found53;
Be mindful when the best audit rating is just “Good” or “Satisfactory”.

On the latter point, a good practice is to reserve the best audit rating for truly excellent/leading
practice. Such a change in ratings will have the effect of reducing considerably the number of top
ratings and will tend to drive a culture that is less complacent around risk and control matters.
The table below provides a summary of such a progressive audit ratings framework:

52

I have recently run several Root Cause Analysis workshops with Audit, Risk, Compliance and other functions in attendance.
This was implemented in AstraZeneca and cited as a good practice by the Audit Director Roundtable, since it i) avoided
diluting adverse ratings because they were lower impact and ii) allowed for a more mature discussion about control
effectiveness against good practice, separate from the question of the impact on the organisation.

53
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See the latest book by Nassim Nichola
as Taleb: “Skin iin the game”
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1 line ~ Management; 2 line ~ policy
y and compliancce functions; 3 line ~ independ
dent assurance (including interrnal audit)
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